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Survivability model for reconfigurable service carrying
network based on the stochastic Petri net
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(1. National Digital Switching System Engineering and Tech logy Research Center, Zhengzhou 450002, China;
2. National Cyberspace Security Development | nnovation Center, Zhengzhou 450000, China)

Abstract: Aiming at the defect that the security attribute of RSCN couldn’ t be described with measurement, a survivabil-
ity model for RSCN was proposed based on the stochastic Petri net. Firstly, a non-Markovian stochastic Petri net for
RSCN was proposed, and then the state schematics was educed based on the FCFS fault repair policy subsequently. Fina-
ly, the survivability model was concluded based on the probability equation of system state by importing supplementary
variable. The model was analyzed and validated for validity through emu ational experiments. The emulational results

show that the comparability between the computed-results of model and emulational results is good, and the model can be
used to discribe the survivability for RSCN.

Key words: reconfigurable service carrying network, survivability model, stochastic Petri net

(CFN, configurable flexible

network) %2
-5 RscN
reconfigurable service carrying network
2015-01-14 2015-04-17
“ 863 (No. 2015AA016102) “ 973
(N0.2012CB315905) (No.2012BAH02B01)

Foundation Items: The National High Technology Research and Development Program of China (863 Program) (No. 2015AA016102),

The National Basic Research Program of China(973 Program)(No. 2012CB315905), The National Science and Technology Support
Program (No. 2012BAH02B01)

2016054-1



37

RSCN
RSCN
RSCN
RSCN
2
1)
2) (8]

1993  Littlewood

[10]

(survivability)

(e

[12]

[14]
[15]
[16]

Petri  [©
RSCN
RSCN

3 RSCN

RSCN

RSCN
RSCN

2016054-2

[11]

[13]



3 Petri - 73
Token
RSCN 1 Petri *X ox*
X M Petri
M, =[11000]" 't ={p,,p,} p. ={t}
RSCN - "plt Mt >M, M, =[00110]"
1 d RSCN t, t, M, =[00110]"
n m t, t M, =[00101]"
, RSCN Petri R(M,) ={ [11000]" ,
T _2m
d=<= [00110]",[10010]",[00101]",[10001]",[01100]" }
2 ? RSCN Petri 2
m |
RSCN
r=l
m
RSCN
n m ?
m? RSCN
d 1
d RSCN
ﬂ = éﬂr u 1 Petri
q 62 1
3 RSCN
RSCN
o
Asen = Ilam.l P; (1) M {00101 ]
P =(p,p,.p;, L) RSCN
P i
wip M =10001]" M=[01100]
2 Petri
4 RSCN Petri _ _ ,
Petri SPN, stochastic Petri net
4.1 Petri Shadiros t
Petri ?
1962 Carl Adam Petri K Petri

2016054-3



. 74.

37

RSCN
RSCN

4.2 RSCN
RSCN

RSCN
RSCN

RSCN
SPN
SPN
SPN
(MC, Markov chain)
MC
MC

SPN

SPN

RSCN

RSCN

RSCN
SPN Petri
NMSPN, non-Markovian stochastic Petri net
NMSPN
RSCN
NMSPN RSCN
NMSPN RSCN
4.3 NMSPN
RSCN n m
? RSCN
SMC, system mai ntenance center
SMC
I | I n
SMC
SMC
SMC
RSCN
SPN Gt GO
g,() 9.t RSCN
MC NMSPN 3

SPN

3 RSCN NMSPN

SMC
SMC 3
Ps3 in

2016054-4



Petri

3
P,
T, m, (t) T,
P, P,
2
2 4 82 H
5 RSCN
5.1
RSCN
RSCN
RSCN
FCFS
1
FCFS 2
FCFS, first-come first-served
RSCN
FCFS SMC
RSCN
4 p,
1
P,
P, P,
P,
P,

NMSPN

5.2 FCFS RSCN
RSCN n
FCFS 4.3 NMSPN
4 5
0
1 1
n
n+1
i, 4 A
(v X 165
5
RSCN
5 7 RSCN
r =0.5
2 RSCN
én . U—
S=r 5=2
ez u
i RSCN
i=0,1
i=2,34,5 m, (t)
RSCN
t
X{(t)
g,(t)
X)=—"-~ 2
M= m )
RSCN
N ={N,;t= 0} N,
N, t N,

2016054-5



37

N, t 2
N, t 3
2
N, t
4
N(t)=0 X(t)=0
{N(0), X(t);t= O}
N(), X t ot
t
RSCN 6
4 2 A i, A
) M0 . i) M) )
6 FCFS 5 RSCN
6 RSCN
RSCN
RSCN
Po()  PtX)  P(tx)  Ps(tX)  pa(tiX)
ps (t, X) RSCN
t=0 Po(0) =1 p,(0,x) = p,(0,x) = ps(0,x) =
P.(0,x) = p;(0,x) =0 6

p, (t + Dt) = p, ([L- | Dt] +Q¥ p, (t, X)u, (x)Dtdx  (3)
p(t + Dt,x + Dt) = p,(t,x){1- [l , +u,(x)]Dt} (4)
p, (t+ Dt,x +Dt) = p,(t,x){1- [l , +u,(x)]Dt} (5)
p, (t + Dt,x + Dt) = p,(t,x){1- [I , +u,(x)]Dt} (6)
p,(t+Dt,x +Dt) = p,(t,x){1- [l , +u, (x)]Dt} (7)

ps (t + Dt,x + Dt) = p,(t,X)[1- u, (x)Dt] +1 , p,(t,x)Dt
(8

p.(t0) =1 ,p, (1) + ) P, (tX)u, () (9)

p.(t0) =1, ) Pyt X)dx+ () P, (t. X)u, (X)dx (10)

p,(t.0) =1 ,¢) P, (t )+ ¢) p, (t, ), (x)cx (11)

p.(t0) =1, Q) P, (t )k + ) p,(t.x)u, (x)dx (12)

Ps(t,0)=0 (13)
5
RSCN FCFS
= 100 14)
[1-9,0)]
[9,(1,)1°
1=*r17nz 3 15
[9,(,)-1 1
g,(,)
Pp=—""""_P 16
ERPRTRAG (16)

p = u,g, (1 )IL- g, ()
Poufg () +u g () - g )+ - g, ()P

(17)

p=100), (18)
g,(,)

Pszl- un[j': gn(ln)]P3 (19)
u,g,(,)

1 FCFS RSCN
52
r =05 5 7
kR R

A:CFS = PO + Pl

_ u,[g.(,)F

ulo, ()T +u lg,(,)- TPg (1) +1,[1- 9,01 )
(20)

7

7.1
Intel (R) Core(TM) i7 CPU 2.67 GHz
RAM 2 GB PC
C++
RSCN
1) GT-ITMIY
50
25%
300

2016054-6



3 Petri - 77

[50, 100]
2) 20 2) RSCN
7 RSCN
[5, 30]
(2,8
RSCN
FCFS 3) RSCN
1 8 RSCN
|, =0.01
m=0.5
7.2 RSCN
4) 7
m A 7 8 1 2
1
1 A 1 2
I n
8
RSCN
8
SPN
0 - : : : : : RSCN  SPN FCFS
0.8 0y 1.0 1,1 12 1.3 14 1.5
AR L R I
7 RSCN
[0 2
091 &
— 0.8}
ﬁiﬂ 7
= L RSCN
% 61 3
ROsH
fﬁ;l_\.—t 3
o3 —o— i i A
Pzt —a— ol HEf R
- —iER TR
L A A i 4
05 06 07 08 _n'u ;.'_c. 1 12 13 14 15
02 62 1] BRI il
(1 ; . [J.
8 RSCN , 2012 , 33(8): 214-222.
CHENG D N, WANG B Q, €t d. Preliminary study on the connotation
1) of flexibility in dynamically reconfigurable networks[J]. Journal on

Communications, 2012, 33(8): 214-222.

2016054-7



37

2

(3

(4

(5

(el

(8l

[

(10

(1]

[12]

. ) .o [J.
, 2012, 29(8): 16-23.

LAN JL, XING C Q, HU Y X, et al. Reconfiguration technology and
future network architecture[J]. Telecommunications Science, 2012,
29(8): 16-23.

. ) . [J.
, 2012, 34 (2): 468-473.
QI N, WANG B Q, WANG Z M. Research on reconfigurable service
carrying network resilient construction algorithms[J]. Journal of Elec-
tronics & Information Technology, 2012, 34(2): 468-473.

[J. , 2013, 35(1): 126-132.
WANG Z M, WANG B Q. Reliable mapping method for reconfigura-
ble service carrying netwok based on path backup[J]. Journal of Elec-
tronics & Information Technology, 2013, 35(1): 126-132.
[J. , 2012, 34(5): 1231-1238.

ZHANG B, WANG B Q, YUAN B. Research on partition domain hy-
brid carrying group scheduling based on reconfigurable service carry-
ing network[J]. Journal of Electronics & Information Technology,
2012, 34(5): 1231-1238.
ELLISION RJ, FISHERD A, LINGER R C, et al. Survivable network
systems: an emerging discipline [R]. Carnegie Mellon University,
1999.
WESTMARK V R. A definition for information system surv vabili-
ty[Cl//The 37th Internal Conference on System Sciences. Hawaii,
USA, c2004: 127-136.
. [J. , 2013, (9):
270-273.
LU S. Simulation analysis of network survivability assessment mod-
el[J]. Computer Simulation, 2013, (9):270-273.
LITTLEWOOD B, BROCKLEHURST S, FENTON N, et al. Towards
operational measures of computer security[J]. Computer Security,
1993, 2(2/3):211-230.
LANDWEHR C. Formal models for computer security[J]. Computer
Surveys, 1981,13(3):247-278.
LIEW S C, LU K W. A framework for characterizing disaster-based
network survivability[J]. |EEE Journal on Selected Areas in Commu-
nications, 1994, 12(1):52-58.
JHA S, WING J, LINGER R, et al. Survivability analysis of network

[13]

[14]

[19]

[16]

(17

specifications[C]//International Conference on Dependable Systems
and Networks(DSN). New York, USA, c2000: 613-622.
LIU Y, TRIVEDI K S. A general framework for network survivability
quantification[C]//The 12th GI/ITG Conf Measuring, Modeling and
Evaluation of Computer and Comm. Systems(MM B) together with
Thid Polish-German Teletraffic Symposium(PGTS). Dresdes, Germa-
ny, c2004: 369-378.
SODIYA A S, ABORISADE D O, IKUOMOLA A J. A survivability
model for object-oriented software systems[C]//Computational As-
pects of Social N etwordk(CASON). Sao Carlos, c2012: 283-290.
XIEL, JANG Y M, HEEGAARD P E. Modelling and analysis of the
survivability of telecommunication networks[C]//Performance Evalua
tion of Computer and Telecommunication Systems(SPECTS). Toronto,
€2013:91-98.
WANG C L, FANG L, DAl Y Q, et al. Network survivability evalua-
tion model based on immune evolution and multiple criteria decision
making[C]//[Cyber-Enabled Distributed Computing and Knowledge
Discovery(CyberC). Sanya, China, c2012: 178-184.
Petri

, 2011.42-64.
YUAN J M. Reliability Petri net modeling of complex systems a
intelligent analysis[M]. Beijing: Defense | ndustry Press, 2011.42-64.

[M].

1979

1976-

1979-

SDN

2016054-8



	201603_è�16

